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Abstract
The e-commerce market in India is witnessing

The research paper tries to identify possible perceived

exponential growth since the last decade. With the

risks that customers feel while buying from e-

emergence of better marketing techniques, it is

commerce websites. The paper is based on extensive

expected to grow in leaps and bounds in future. As per

literature review conducted on e-commerce risk and

IAMAI Digital Commerce 2016, the e-commerce

primary research conducted in Ahmedabad. Primary

market was valued at INR 1,25,732 crore in December

research was conducted with the help of mixed

2015, which is expected to reach INR 2,11,005 crore in

method research. First, qualitative research was

December 2016. As per the IAMAI data, the e-

conducted, which was then followed by quantitative

commerce market grew at 30% between 2011 and

research. This paper highlights the impact of

December 2015.

demographic profile of respondents on perceived risk.

In spite of the growth, one has to accept that the e-

The study reveals that of the seven identified risks,

commerce industry is still struggling to create a niche

impact of performance and financial risk were

in India. The industry is still at a nascent stage of the

significant among e-users in India. System related

technology acceptance curve.

Majority of its

perceived risk was found to be negligible among Indian

revenues and growth comes from eight metros of

consumers. The research concludes that of the

India. Huge deviations are found in terms of its

demographic variables, gender and income levels have

acceptance in big cities too. The reason for relatively

a significant relationship with perceived risk. It was

slow growth of the e-commerce industry is perceived

also found that approximately all risks are perceived

risk that consumers feel while buying any product or

equally by different occupation/professional group

service online.

segments. This research study does not support the
argument made in earlier research work that

In order to grab the untapped opportunity of e-

education and risk-taking ability are inversely

commerce in the Indian market, marketers need to

proportional.

understand issues related to perceived risk and
tactfully handle this sensitive issue.

Key words: E-commerce, Perceived Risk, Demography,
Challenges, Suggestions
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1. Introduction

consider it a risky proposition in the absence of a

Electronic commerce refers to the 'buying and selling

physical party to deal with in the event of discrepancy.

of information, products and services via computer

Additionally, Indian consumers also perceive many

networks' (Kalakota & Whinston, 1996). Bloch, Pigneur

other risks.

and Segev (1996) extend this to include 'support for
any kind of business transactions over a digital

The focus of this paper is to identify the risks perceived

infrastructure.' Online shopping is a process of

by online customers, and understand the impact of

electronic commerce whereby customers directly

demographic variables on perceived risk in online

contact e-vendors and buy goods or services from an

transactions. The paper concludes with the suggestion

online store (Chaffey, 2009, p. 88).

to marketers to reduce the perception of risk of eusers.

The e-commerce market in India is witnessing an
exponential growth rate since the last five years. With

2. LITERATURE ON ONLINE RISK

the emergence of better marketing techniques, this

Risk is an emotional feeling and can't be measured

market is expected to grow in leaps and bounds.

objectively. Literature on risk focuses on perceived risk

According to IAMAI and IMRB (Digital Commerce

of users. Perceived risk has been defined differently by

2016), the e-commerce market was valued at INR

different authors. According to Bauer (1967), risk is a

1,25,732 crore in December 2015 and is expected to

combination of uncertainty plus seriousness of

reach INR 2,11,005 crore in December 2016. The

outcome involved. According to Peter and Ryan (1976),

market grew at 30% from December 2011 to

risk is the expectation of losses associated with

December 2015.

purchase, and acts as an inhibitor to purchase
behaviour. Risk is defined as the trustor's belief about

The e-market space can be segregated into multiple

the likelihood of gains and losses (Mayer et al., 1995;

segments such as online retail, online travel, online

Pavlou, 2003; Warkentin et al., 2002).

financial services, online digital and online other
services. The online hotel booking segment has seen

In simple words, perceived risk is nothing but

the maximum growth (165%) year-on-year and was

perceived uncertainty regarding negative outcome of

valued at Rs 5,200 crore at the end of 2015¹. Having a

using products and services.

combined market share of more than 80%, online
travel and e-retail players mainly dominate the market

Consumers have shown unwillingness to purchase

space.

online, primarily due to the risk they perceive in ecommerce (Hoffman et al. 1999, Jarvenpaa and

In spite of the growth, one has to accept that the e-

Tractinsky, 1999, Pavlou, 2001, Almousa 2014, Glover,

commerce industry is still new for India.

Indian

2010). Perceived risk in e-transactions and

consumers are going through the initial stage of the

inconvenience is the major predictor of shopping cart

learning curve of technology usage to complete the

abandonment (Rajamma, R. K., Paswan, A. K. &

buying cycle, be it ordering or payment. Most of the

Hossain, M. M., 2009). It has been found that

consumers, including urban and metro folks, are not

perceived risk reduces users' intentions to exchange

comfortable with buying products/services online and

information and complete transactions (Pavlou, 2003

1. Source: IAMAI; Digital Commerce 2016, http://economictimes.indiatimes.com/articleshow/52638082.
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& Soto-Acosta 2014).

risk facets.

When risk is present, trust is mandatory (Corritore et

Liebermann, Y., & Stashevsky, S. (2002), in their study,

al., 2003; Pavlou, 2003, Kim et al., 2016). It was found

presented 9 major perceived risks in e-commerce

that perceived risk has an inverse relationship with

transactions. They are: 1) Internet credit card stealing;

trust, attitude to buy online and customer loyalty

(2) Supplying personal information; (3) Pornography

(Featherman and Pavlou, 2003; Ganesan, 1994;

and violence; (4) Vast internet advertising; (5)

Grazioli and Jarvenpaa, 2000; Jarvenpaa et al., 2000,

Information reliability; (6) Lack of physical contact; (7)

Salam et al., 2003 & Bianchi, C., & Andrews, L. 2012).

Not supplying Internet products purchased; (8)

Perceived risks and switching costs complement each

Missing the human side in internet purchases; and (9)

other to influence customer loyalty from acquisition to

internet usage addiction. The research also concludes

retention (Yung-Shen Yen 2011).

that demographic variables have an impact on risk.

Perceived risk has different facets. Different authors

Miyazaki, A. D., & Fernandez, A. (2001), in their

have defined these different facets in different

research, revealed six facets of risk in e-commerce

manners. According to ), perceived risk can be

transactions. They are: 1) Privacy – infringement by

categorized into two categories i.e. (a) performance

online retailers; 2) System security – Third-party

and (b) psychosocial. He broke performance risk into

fraudulent behaviour; 3) Security – fraudulent

three parts: economic, temporal and effort, and

behaviour of online retailers; 4) Inconvenience of

divided psychosocial risk into two parts i.e.

online shopping; 5) No concerns; and 6) Miscellaneous

psychological and social. He further classified

(nonsense and uncategorized response).

perceived risk in the following six dimensions: (1)
performance, (2) financial, (3) opportunity/time, (4)

Earlier research studies have also presented different

safety, (5) social and (6) psychological loss.

findings in terms of role of different facets in
contribution to perceived risk. Senecal 2000, Borchers

Lee, M.K.O. & Turban, E. (2001), in their study, divided

2001 & Bhatnagar et al. 2000 found that influence of

perceived risk into two categories. The first is

financial risk, product risk, concern for privacy and

perceived risk associated with products/services, and

security is significant.

includes functional loss, financial loss, time loss,
opportunity loss and product risk. The second is

Al Ghamdi, R., Nguyen, A., & Jones, V. (2013), in their

perceived risk associated with context to online

study, revealed that in e-commerce generally, e-users

transactions, and includes risk of privacy, security and

perceive the following risks: security/privacy

non-repudiation.

concerns, reluctance to use credit cards, preferences
for in-store shopping, lack of product trial / inspection

Dr. Suresh A. M. & Shashikala R. (2011), in their study,

by hand, etc.

presented 6 major factors of consumer perceived risk
in the Indian online shopping context. These 6 major

Steven Glover and Izak Benbasat (2011), in their study,

factors were monetary risk, performance risk, time

revealed that the major risks in e-commerce are risk of

risk, source risk, social risk and psychological risk. The

functionality inefficiency, information misuse and

study revealed that customers perceive monetary and

failure to gain product benefit.

performance risk to be higher as compared to other
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Angel Herrero* and Héctor San Martín (2012), in their

risk of information security and privacy; it also has an

study, categorised sources of risk in three broad

impact on purchase intention. Website management

categories – technology risk, vendor risk and product

and e-commerce security management systems are

risk.

important for reducing perceived risk in e-commerce
transactions.

Moudi Almousa (2014), in his study, used 6
constructs/facets of perceived risk. These facets are

Mauldin, E., & Arunachalam, V. (2002) found retailer

financial risk, social risk, performance risk, time risk,

disclosures, information risk, product risk, and

psychological risk and privacy risk. The research was

familiarity with the retailer and the product as

carried out in Saudi Arabia and it was found that

important facets of risk. The study revealed that

people of Saudi Arabia perceive all the six types of risk

product disclosure and retailer disclosure reduced

identified by the researcher.

information risk in e-commerce sites.

Cross cultural research by Sonia et al. (2011) presented

3. Different Facets of Perceived Risk and

a multi-dimensional structure of risk and classified risk

Construct (Model) of The Study

into three categories which are - risk in the channel,
social risk and risk in the transaction. The study
concludes that impact of risk variable is different in
different cultural contexts. Impact of technological
knowhow of the people also cannot be ignored in case
of cross-cultural research.
Pedro Soto-Acosta et al. (2014) explored the
phenomenon of information overload and information
disorganization upon customers' perceived risk and
purchase intention. The study concludes that

According to major research cited in the literature
review section, in e-commerce, seven major facets of
perceived risk emerge. These seven facets are
performance risk, financial risk, time risk,
psychological risk, social risk, privacy risk and system
risk. Thus the following construct was created.
Construct of the Study (Model of Perceived
Risk in E-commerce)
Performance Risk

information overload/disorganization of information
and purchase intentions don't have a significant

Financial Risk

relationship with each other.
Time Risk

Earlier literature also contributed to resolve/reduce
perceived risk by playing with various variables.

Psychological Risk

According to San Martín, S., & Camarero, C. 2009,
users, who perceive more risks, value good reputation,

Perceived Risk
in
E-commerce

Social Risk

bricks-and-mortar experience, and the quality of
service. Also, all those who perceive risk trust a website

Privacy Risk

based on their previous good experience with the
transaction.
According to Yao Chuan Tsai and Jong Chao Yeh (2010),
website characteristics positively influence perceived
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Explanation of the Model

purchasing the product under the head of hidden cost/

a) Performance Risk:

maintenance cost/ delivery cost.

According to Grewal et al. (1994), performance risk is
the possibility of the product malfunctioning and not

c) Time risk:

performing as it was designed and advertised, and

While choosing appropriate products or services,

therefore failing to deliver the desired benefits. In

consumers have to undergo various steps from need

other words, it is the ability of the product to perform

identification, alternative identification and

its basic function and deliver the value as per the

evaluation to actual purchase and learning how to use

promise made [Jacoby and Kaplan 1972, Peter and

the product. Every wrong choice made wastes time,

Ryan (1976), Ingene and Hughes (1985), Andrade

which includes redoing the entire transaction process

(2000), Cunningham et al. (2005), Cunningham S.

and relearning about new products and services

(1967), Stone & Gronhaug (1993), Almousa, M. (2011),

[Cunningham S. (1967), Stone & Gronhaug, (1993),

Candra, R. M., Iahad, N. A. (2013), Moudi Almousa

Crespo et al. (2009), Peter and Ryan (1976), Ingene and

(2014)].

Hughes (1985), Candra, R. M., Iahad, N. A. (2013),
Moudi Almousa (2014)].

When customers purchase from an e-commerce site,
they always have the dilemma whether they are going

In context of e-commerce, time risk also includes late

to get a genuine product or a duplicate one, and

delivery of the product after placing the order. The

whether it is a standard product without any defects.

delay in receiving the product/service creates

Customers also fear that the product may not match

psychological discomfort in the mind of the customer.

the images of the product displayed on the website.

This discomfort increases when the payment is made
in advance for buying the product/ service.

b) Financial Risk:
Financial risk means the potential monetary outlay

d) Psychological Risk:

associated with the initial purchase price as well as the

This risk implies that the selection or performance of

subsequent maintenance cost of the product (4).

the product will have a negative effect on the

This research extends the meaning of financial risk by

consumer's peace of mind or self-perception (2). It also

including the details of financial fraud. Financial risk is

includes potential loss of self-esteem (ego loss) from

the most important perceived risk while transacting

the frustration of not achieving a buying goal

[Cunningham S. (1967), Stone & Grønhaug, (1993),

[Cunningham (1967), Jacoby and Kaplan (1972), Peter

Bhatnagar et al. (2000), Crespo et al. (2009), Jacoby

and Ryan (1976), Stone and Gronhaug (1993),

and Kaplan (1972), Peter and Ryan (1976), Ingene and

Almousa, M. (2011), Candra, R. M., & Iahad, N. A.

Hughes (1985), Almousa, M. (2011), Zhang et al

(2013)].

(2012), Candra, R. M., Iahad, N. A. (2013) & Moudi
Almousa (2014)].

In case of e-commerce, this psychological risk is in the
form of unwanted calls/sms/emails which disturb the

The risks include perceived fear of misusing financial

customer's mental peace and solace. The personal

and personal data shared by the customer on the

information shared by the customer on the website is

website and misuse of credit card information without

shared/given to other companies for direct marketing.

formal approval from the customer. Customers also
feel the risk in terms of charging more money after
ISSN: 0971-1023 | NMIMS Management Review
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on mental peace when the customer is not happy with

Featherman and Pavlou (2003), Zhang et al (2012), &

the purchase and wishes for a replacement or return.

Moudi Almousa (2014)]. The extreme case is where a

Complaints to the e-commerce company and

consumer is ''spoofed'', which means that his identity

customer care department in no way resolves the

and details are used for fraudulent transactions.

issue.
In e-commerce, privacy of e-commerce users is
e) Social risk:

violated when without informing the customer, their

Social risk refers to the perception that a product

purchasing habits are tracked by the company for

purchased may result in disapproval from family or

offering new products or services. Also privacy is

friends (Li and Zhang, 2002). It also refers to the

violated when the e-commerce company shares the

potential loss of status in the consumer's social group

customer's personal data with other companies, and

due to either the inappropriateness of the product or

they in turn, use this data for direct marketing. This

disapproval of using the internet as a shopping

results in unwanted calls to customers from different

channel. Potential loss of status in one's social group as

marketing companies.

a result of adopting a product or service, looking
foolish or untrendy [Li and Zhang, (2002), Cunningham

g) System Risk:

S. (1967), Stone & Grønhaug, (1993), Crespo et al.

This risk is associated with a faulty system (personal

(2009), Jacoby and Kaplan (1972), Peter and Ryan

computer/ tablet/ mobile phone) due to transfer of

(1976), Ingene and Hughes (1985), Almousa, M.

virus through cookies. This risk also includes loss of

(2011), Zhang et al (2012),& Moudi Almousa (2014)].

money due to technical failure of the website during
online payment (Yao Chuan Tsai and Jong Chao Yeh

The risk arises when customers purchase the product

(2010)).

after seeing its image and photograph on the ecommerce website, and without trying/using the

4.

Research Gaps & Objective of the

product. This incomplete experience of buying leads to

Research

unawareness of the product and its features. Also,

The literature regarding perceived risk is diverse and

unawareness in terms of usage leads to potential loss

does not focus on the perceived risk within a particular

of status in the group. In case of apparels or personal

cultural context. Existing consumer values differ with

products, purchasing without trying may lead to

the context and are formulated by personal and social

disapproval by family and friends.

ethos (Jain et al., 2012). Prior empirical studies support
the role of culture on the risk taking ability of people.

f) Privacy risk:

According to Pheng, L. S., & Yuquan, S. (2002) &

While purchasing products/services from e-commerce

Jarvenpaa, S. L., Tractinsky, N., & Saarinen, L. (1999),

websites, customers share personal and financial

cultural differences affect the consumer's online

information like phone number, email, credit/debit

behaviour.

card details and residential information. By sharing

36

this information, customers perceive potential loss of

The present study was administered to understand

control over personal information. They fear use of this

perceived risk dimension of e-commerce, specifically

information without their knowledge or permission

in the Indian context. India is chosen as it has diverse

[Crespo et al. (2009), Jarvenpaa and Todd (1997),

cultural values, and it may have a significant role in
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perceived risks. Even the penetration of e-commerce

5. Research Methodology

differs in different states of India (Digital Commerce

For research, the available literature concerning e-risk

IAMAI IMRB 2016).

was surveyed and examined. Various new and creative
insights were generated through pilot study and focus

The role of demographic variables is cited in literature

groups based on which the questionnaire was

of online consumer buying behaviour. Various authors

prepared and the study was conducted.

have presented the impact of different demographic
variables on online buying behaviour [Wu, S. I. (2003),

According to Maxcy (2003), no single method is

Zhou, L., Dai, L., & Zhang, D. (2007), Shankar, V., Urban,

suitable for solving any problem. Therefore, a

G. L., & Sultan, F. (2002), Sakkthivel, A. M. (2009),

combination of methods is used to understand the

Liebermann, Y., & Stashevsky, S. (2002)].

research problems. Therefore, mixed methods were
used to collect and analyze data. In this research, both

This study has also been conducted to understand the

exploratory (qualitative) and descriptive (quantitative)

impact of specific demographic variables on online

design has been used to generate the findings.

consumer behaviour. Omar, O. E., & Hirst, A. (2006) in

Research was conducted using quantitative research

their research, studied the impact of gender on

which followed qualitative research. Qualitative

consumer behaviour and found that women who shop

research was conducted to validate the parameters of

online are aware of some of the discouraging features

the construct and its validity in the present Indian

of online shopping, but these features do not deter

context. For qualitative research, focus groups

them from buying online. Infoplant (2007) also studied

discussions were conducted where the 7 most

online purchase behaviour in the context of gender

prominent risk facets which emerged through the

and age as demographic variables.

literature were tested. The details of the focus group
are:

McCloskey, D. W. (2006) used age as a demographic
variable in the study on online behaviour. Allred, C. R.,

Qualitative Study (Focus Group Process):

Smith, S. M., & Swinyard, W. R. (2006) considered age,

In this study, three focus groups discussions were

education and income as important variables in online

conducted. The total sample size was 35 e-commerce

buying behaviour and concluded that online

users selected from Ahmedabad. The participants

consumers tend to be younger, wealthier, better

were selected on the basis of occupation/profession.

educated, have a high level of computer literacy, and

The participants were selected in batches of 10, 12 and

are big retail spenders.

13 respectively. The first batch included students; the
second batch included service people and the third

The research extends the work of all the earlier

batch included business people who were selected

literature, and attempts to study the impact of age,

based on judgment sampling method. Demographic

gender, income, education and occupation as

information of participants based on gender, age,

demographic variables on online consumer behaviour

education, income and occupation is given below

with special focus on perceived risk.

(refer to Table I).
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Table I: Demographic information of FGD participants

Focus Group
Nos.

Occupation/
Profession

Education
Group: Number

Age Group:
Number

Gender:
Number

Group 3

Business (13)

PG : 8

20-30 : 5

Male : 11

UG : 5

30-45 : 6

Female :2

Above 45 : 2
Group 2

Service (12)

PG: 12

Income Group
(Monthly): Number
<20000 :

3

20000-50000: 8
> 50000 : 2

20-30 : 9

Male : 8

<20000 : 6

30-45 : 3

Female : 4

20000-50000 : 4
> 50000 : 2

Group 1

Students (10)

PG : 7
UG : 3

20 -30 : 10

Male : 7

NA

Female : 3

The discussions were focused on perceived risk in e-

authors. From each answer, repetitive words were

commerce transactions. The discussions were guided

listed, categorized and themes were identified. The

with the help of a discussion guide and administered

details of content analysis are presented in Annexure

by the researcher. Participants were encouraged to

4. A few places where answers were in Hindi or

discuss their perspectives and issues in an organized

Gujarati, translation was done. The participants

and structured manner.

disclosed the brand and company names of products
and services, but their names have intentionally not

All the 3 discussions were carried out in rooms that

been disclosed in this paper.

were booked well in advance. Every discussion was
conducted in central Ahmedabad so as to enable

From the findings of literature and focus groups,

participants to reach the venue easily and on time.

instrument of the quantitative study was created.

Selection of neutral location was done to reduce
systematic biases.

Quantitative study:
The descriptive research design (Quantitative Study)

Each of the three focus groups was audio recorded so

was used in the study to validate and generalize the

that it could be studied in greater detail later. All the

findings generated through exploratory research. The

Focus Group Discussions were conducted by the

descriptive study was conducted with a structured

author who kept the discussions structured and

questionnaire. Sample size of 384 was determined

organized. The discussions were done in English, Hindi

with the help of Cochran's Equation (Burtlett, Kotrlik,

and Gujarati. Each discussion lasted for approximately

& Higgins (2001)). The research was carried out both

60 to 90 minutes. At the end of each discussion,

with the help of online and personal research method.

participants were encouraged to ask questions. A

Response rate was 31.77%. The questionnaire was

token gift was given to each participant. Snacks were

sent to 1,350 respondents out of which 429 filled

then provided to all participants.

questionnaires were received. All 429 questionnaires
were further analyzed. Stratified random sampling

Content analysis was carried out to address the

38

was used for representation of all demographic

research questions. The codes and themes were

variables. Different stratas based on profile of

developed from content analysis undertaken by the

respondents were:
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Based on Gender
Male

304

Female

125

Total

429
Based on Age

Below 20

6

20-30

330

31- 45

84

Above 45

9

Total

429
Based on Education

High school & below

3

Undergraduate / Graduate

61

Post graduate & above

365

Total

429

Table 2: Demographic Profile of Respondents

The sample for the questionnaire was selected from

For checking reliability of the instrument, value of

the city of Ahmedabad in Gujarat, India. Ahmedabad

Cronbach's Alpha was calculated, which was 0.756;

was chosen as it is a cosmopolitan city with high

this is considered to be significant. To check adequacy

internet diffusion rate. The questionnaire was

of sample size, KMO and Bartlett's Test were used, and

developed based on the findings of literature review

value for sampling adequacy at sample size 429 was

and focus group study. To study risks that customers

calculated to be 0.934 which is also significant.

perceive while buying through e-commerce, questions

Findings generated from the research were also sent to

were constructed. Annexure 1 provides details of

the same experts for validation.

instruments used to measure all the risk dimensions.
To understand the impact of demographic variables on
The instrument created was pilot tested and

perceived risk, responses for risk were cross tabulated

inconsistencies related to wordings, sequence and

on the basis of gender, income, education, age and

sentences were resolved. Then the instrument was

occupation, and the following insights were

validated by industry experts. Four industry experts

generated. To understand the impact of demographic

with designation CEO, Country Manager, Analyst and

variables, different hypotheses were generated and

Marketing manager were approached, and inputs

checked with the help of ANOVA and Chi Square by

provided by them were utilized to improve the design

using MS Excel and SPSS 17.

of the instrument.
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6. Findings

Figure 2: Research Findings on Perceived Risks by E-users

The research revealed the following top five risks

performance and finance risk to be higher as

customers feel while buying products online: 1) On

compared to other risk facets. From the analysis of

time delivery after payment 2) Fraud (no product /

variance, hypothesis Ho: 'Perceived risk is equal in

services received after payment) and misuse of credit

male and female segments' was tested. It was found

card information 3) Fear of misuse of financial and

that females perceived more risk in e-transactions as

personal records 4) Difference in the actual product

compared to males. From the chi square analysis, it

received and photo displayed on the website and 5)

was concluded that perceived risk for e-transactions is

Doubt of products/ services' performance after

independent of gender.

buying.
Earlier research has confirmed similar kind of findings
It means customers in India are more concerned about

which states that women are more risk averse than

financial risk and performance risk as compared to

men (Byrnes et al., 1999, Hersch, 1997; Bajtelsmit et

other risks associated with e-commerce transactions.

al., 1997). The work suggests that females are more

Impact of system risk was found to be negligible.

concerned about risks than males (Kehoe et al., 1998;
Bartel- Sheehan, 1999). The conclusion also supports

40

Impact of demographic variables on perceived risk

the finding of Slovie et al (1997), which suggests

(a) Gender based analysis (Refer to Annexures 2a &

females generally perceive negative outcome as more

3):

likely to occur. Concern about risks could be high in

Both male and female respondents perceived time,

females due to them being less connected and
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separate from others, across cultures (Lyons, 1983;

From the chi square analysis, it was found that five

Mackie, 1983; Pratt et al., 1990; Stern, 1990; Clancy

constructs of risks are dependent on income levels. IT

and Dollinger, 1993; Boggiano and Barrett, 1991;

implies that a different approach is required while

Bybee et al., 1990; Ogilvie and Clark, 1992). Also as per

dealing with different income groups based on their

IAMAI (2014), internet penetration in India for the

concerns.

female segment is very low, and low awareness of
technology may impact their perception of risk.

Research findings present a new perspective. It states
that high income and medium income groups are more

E-commerce companies with females as their target

risk averse than the low income group. Low income

market need to emphasize more on risk dimensions.

segments are generally price conscious and are willing
to take risks when it comes to better available online

(b) Occupation based analysis (Refer to Annexures 2b

deals. While in case of medium and high income

& 3):

category, concerns like privacy and time also increase.

From the analysis, it was found that businessmen

For saving time and privacy, high income category

perceived privacy, financial, performance and time

could be willing to pay extra money. Also by paying

risks more as compared to other risks. Similarly

extra, customers falling in the high income category

servicemen, housewives and students perceive time,

would be able to protect themselves from financial

financial, performance and system risks more as

and performance risks. Earlier literature on branding

compared to other risks.

also supports the above argument. According to
earlier research on branding, majority of high and

From the analysis of variance, it was found that

medium income category customers move towards

approximately all risks are equally perceived by

branded products and services to ensure high

different occupation/profession group segments.

performance and high social image. Branded products

From the chi square analysis, it was found that

with high prices also help them in reducing their time

perceived risk in e-transactions was independent of

and financial risk.

profession/occupation. Out of 12 risks, 10 risks were
found to be independent of gender. There were

(d) Age based analysis (Refer to Annexures 2d & 3):

differences in point of view observed in risk related to

From the analysis, it was found that respondents in the

actual product received and photo displayed on the

age category of below-20 years perceived privacy,

website, and fear of misuse of financial and personal

performance, financial and time risks more as

record.

compared to other risks. Age group 20 to 30 perceived
more time, financial and performance risks. Age group

(c) Income based analysis (Refer to Annexures 2c & 3):

31-45 perceived financial, time, psychological and

From the analysis, it was found that consumers with

performance risks more. Age group above 45 years

lower income perceived more risk of time,

perceived more risk of privacy, performance, finance

performance and finance while undertaking e-

and time.

commerce transactions. Consumers with medium
income perceived more financial, time and

From the analysis of ANOVA, it was found that

performance risks. Consumers with high income

perceived risk while buying from e-commerce is

perceived more financial, privacy, time and

different for different age categories. It was concluded

performance risks.

that perceived risk in e-commerce is different for all
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age categories and requires different attention.

increases, they tend to make rational choices while
people with low education tend to take more risk.

From the chi square analysis, it was concluded that few
aspects of perceived risk in e-transaction is dependent

The reason for the above findings in the research

on age.

conducted could be because the e-commerce industry
in India is still at a nascent stage of its technology

This could be because majority of selected high

acceptance curve. Due to unawareness about the

income and medium income respondents were in the

industry in majority of segments, perceived risk is

age group of 30 to 65 years. Majority of low income

found to be similar.

segment respondents were in the age group of 20 to 30
years. In the early stages of career and in young age, a
person generally takes more risk. The findings of the
research also support earlier literature on
entrepreneurship. The literature on entrepreneurship
suggests that risk-taking ability of entrepreneurs is
high early in their career. The reason for this may be
that as age increases, an individual's responsibilities
also increase. And with age, as a person's knowledge
and experience increases, he tends to become more
selective and rational.
(e) Education based analysis (Refer to Annexures 2e &
3):
Customers with the education levels of high school and
below perceived more financial, privacy and
performance risks. Graduates perceived performance,
financial, privacy and time risks. Post graduate
respondents perceived more time, finance and
performance risks.
From the analysis of ANOVA, it was concluded that
perceived risk in e-commerce transactions is similar
for all education categories. From the chi square
analysis, it was found that perceived risk in etransaction is independent of education level.
Findings of current research are different from the
findings of earlier research studies. According to
earlier literature, education level and risk taking ability
are inversely proportionate to each other. The earlier
literature states that as education of the customers
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7. Suggestion for Reducing Perceived Risk in
E-commerce
From the analysis, it was found that in India, e-users
perceived more risk of performance, finance, time and
privacy. For some categories of customers,
psychological risk was also found to be present.
Growth of the e-commerce industry and e-commerce
companies is largely dependent on how these
companies work on the e-risk dimension. The
following suggestions may help in resolving issues of erisk.
• Effective complaint mechanism:
E-commerce vendors need to have mechanisms to
address all complaints and queries related to etransactions. The complaints should be resolved
within minimum time. There should be a toll free
number with 24*7 call centres for registering
complaints, clarifying doubts and resolving issues.
• Review of satisfied and dissatisfied users:
Customers' perception of risk of online retailers will
decrease if e-retailers allow customers to share their
positive and negative experiences online. This will help
the website to improve and help in dealing with
customer specific concerns. Websites should also
include customer testimonials, reviews and ratings.
• Websites in different languages:
E-commerce websites need to be designed in different

Perceived Risk in E-Commerce: A Demographic Perspective

languages to address the concerns of the non-English

and guaranty will help in retaining customers.

speaking segments. This will also help the customer
make 'informed choices' while purchasing products.

• Limited personal data collection:
While placing an order, the websites seek a lot of

• Awareness of brand : social media

information from the customer. The marketer should

Online marketers need to create brand awareness

collect only necessary and important information.

among e-commerce users. Brand building activities of

Unnecessary information collected leads to doubt of

websites need to be promoted through different

misuse of personal data.

mediums like electronic media (TV, Radio etc.), print
media, outdoor media and social media to target

• Security certification logos from trusted vendors

different segments of the society. Focus of

Certifying the website with services such as

advertisements should be to reduce concerns of

HackerSafe, HackerFree, TrustE, the Better Business

probable buyers of e-commerce.

Bureau Online and BizRate provide an impartial seal of
approval and help in developing trust for e-vendors.

• Cash on delivery option:

Also displaying logos from security vendors such as

Majority of customers purchasing online fear non-

VeriSign or ScanAlert reflects that the website is good

receipt of the product after making advance payment.

and trust worthy. It symbolizes that information

The option of 'cash on delivery' will help remove this

provided by the customer is safe.

fear and reduce risk of fraud/ cheating. Non-disclosure
of credit card details in such transactions will help in

• Use of Kiosk model in combination with Virtual

reducing risk of hacking and misuse of credit card

store:

number.

Customers, who trust brick and mortar presence and
are not aware of e-commerce, can be targeted through

• Commitment:

the kiosk model. It is a small store (just like an ATM

Clarity and transparency related to commitment of

centre) created in major areas of cities (4 to 5 in big

delivery time, shipping and warranty/guarantee

cities and 1 to 2 in small cities). This centre will have a

should be maintained. Mentioning details on the

computer with operators, who will help customers in

product and order form will be beneficial for the

placing orders on e-commerce sites. This will help e-

customer. The e-vendor needs to ensure that its

commerce companies to convert non-users to e-

commitment is being fulfilled. If the commitment

commerce users.

cannot be fulfilled because of some uncontrollable
reason, then it needs to be communicated to the

• Goods Return policy:

customer well in advance.

E-market space and e-commerce companies can offer
the policy of return of goods if the customer is not

• Return Policy / Warranty:

satisfied; this will help further develop customer trust.

Majority of the customers have doubts about the

The policy of 'return of goods' by e-marketers in case

product quality while buying through e-commerce

the product does not meet their expectations will

platforms. If the customer is not satisfied with a

encourage customers to shop more.

product, he should be given the option to return the
product. This would help in developing the customer's

• Complete information about products/ services and

trust while buying online. Also options like warranty

terms of Contract
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Online marketers need to provide detailed information

understand the perceived risks and its implications

about products/services with images. Wherever

from a customer's point of view. This research helps

required, videos can also add value. This will help the

the marketer to understand how risk can be reduced

customers to take informed decisions and increase

and how marketers can provide comfort to prospective

repeat visits on the web page. Further, policy and

online clients.

terms of agreement should be clearly mentioned on
the website.

The research also helps in designing, segmenting and
targeting strategies for e-commerce users.

The

• E-vendors management:

research depicts that income and gender based

One of the important reasons for non-acceptance and

classification of market is more appropriate in case of

product return is late delivery and poor quality of

e-commerce segmentation. This research also

goods delivered to the customer. This happens

highlights major risks perceived while purchasing the

because of mistakes by e-vendors. This can be

products or services by different categories of

controlled by careful selection of e-vendors and

customers. Effectively working on these risks by

effectively monitoring their performance.

following the strategies suggested can help e-vendors
in attracting and retaining a large number of

• Sales support and After-sales follow up:

customers. This will also help the industry in getting

Online retailers need to have proper call centres with

faster acceptance and will help reach the actual

well-trained executives and updated technology to

potential of the industry.

operate it. The job of the executive working in the call
centre is not only to receive calls from new customers

(b) Contribution to literature: This research, with its

but also to follow up with existing customers about

extensive literature review, has identified the gaps

their satisfaction and dissatisfaction with their last

present in earlier studies. It has contributed to the

transaction. They also need to update customers

book of knowledge by facilitating an understanding of

about the acceptance of order through email and

the demographic variables of online customers, and its

order form.

impact on perceived risk in e-commerce. The research
includes study of gender, education, income,

• Brick & Mortar Presence:

profession and age. Also, this research has considered

Physical presence of the e-retailer in every state of

7 risk dimensions, which were found in very few

India will help in reducing fear and risk in customers.

research studies. The study has been conducted in
India, where very little work has been done in the same

8. Contribution of The Research

area. The limitations mentioned can guide other

This research will help managers and future

researchers on how to take the work ahead.

researchers in the following ways:

9. Limitations of The Study
(a) Managerial Applications : The e-commerce

No study is in itself perfect; hence, this research too

industry has seen a rise in the number of players

has its limitations. However, the researchers have tried

entering the competitive arena. The competitors have

to minimize the extent of the limitations. The chosen

been experimenting with all possible strategies to lure

sampling method restricts the data collection to

the customers to visit their websites, experience the

Ahmedabad city only. The scope is also limited to the

buying process and be satisfied. They fail to
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study of demographic variables and its impact on

12. CONCLUSION

perceived risks while purchasing online

Consumers have shown unwillingness to purchase
from e-commerce sites primarily due to risk concerns.
Perceived risk inversely impacts trust and attitude of
buying online. Perceived risk has various facets like
performance risk, financial risk, time risk, sociological,
psychological, privacy and system risk. In western
research, the influence of product risk, financial risk
and concern for security and privacy was found
significant in online purchases.

products/services. This study does not explain how
perceived risks change with respect to different
products and services bought online. The time frame
of the study was the year 2014. With technological
advancements, variables impacting perceived risks
might have increased or reduced in numbers.

10. Generalizability of The Research
Ahmedabad was carefully chosen as the place of
research as it is a cosmopolitan city where people from
different states are settled. Thus, the risks perceived by
the respondents could be generalized for other cities
too. Also, apart from gender and age, the demographic
factors which were considered included profession,
education and occupation, which facilitate application
of the result pan-India. Thus, the specific results of the
study can help ecommerce vendors to cater to the
needs of online shoppers. This will also help them get
insights to put in efforts to minimize the perceived risks
identified in the study.

11. Areas of Future Research
Only the impact of demographic variables on
perceived risk has been studied in this research work.
Researchers can further study impact of other
variables like culture, family, lifestyle, personality etc.
Researchers can also study product specific perceived
risk. Research can also be extended to study the
impact of different variables of perceived risk on
different types of products/services and on different
models of e-commerce i.e. e-market space, ecommerce companies, classified, deal sites, etc.

The study reveals that for Indian consumers,
performance and financial risks are significant while
buying products or services online. System related
perceived risks were found negligible among Indian
consumers.
Research concludes that female e-shoppers are more
risk-averse than male e-shoppers. It was also
concluded that high income and medium income
groups are more risk-averse than the low income
group. Low income segments are generally price
conscious and are willing to take risks when it comes to
better available online deals. The research also
supports earlier literature of entrepreneurship which
states that young people take more risk compared to
middle-aged and old people. Young people perceive
less risk compared to other categories of e-shoppers,
which reflects their higher acceptance of e-commerce.
This research does not support the contention of
earlier research which states that education and risktaking ability are inversely proportionate. Earlier
research studies state that as education of the
customer increases, he tends to make rational choices
and people with low education tend to take more risk.
This deviation from conclusions made by earlier
studies could be because e-commerce is a nascent
industry in India and consumers across all education
categories view this in a similar manner. It was also
found that approximately all risks are equally
perceived by different occupation/profession group
segments.
The future seems to be promising for e-commerce
vendors if they are willing to address the concerns
raised by e-commerce users and work on various risks
presented in this research.

ISSN: 0971-1023 | NMIMS Management Review
Volume XXXIV | Issue 1 | April 2017

Perceived Risk in E-Commerce: A Demographic Perspective

45

References
1.

Almousa, M. (2011). Perceived Risk in Apparel Online Shopping: A Multi-Dimensional Perspective/LE RISQUE
PERÇU DANS DES ACHATS EN LIGNE D'HABILLEMENT: UNE PERSPECTIVE DE DIMENSIONNELLE
MULTIPLE. Canadian Social Science, 7(2), 23.

2.

Almousa, M. (2014). The influence of risk perception in online purchasing behavior: examination of an earlystage online market. International Review of Management and Business Research, 3(2), 779.

3.

Allred, C. R., Smith, S. M., & Swinyard, W. R. (2006). E-shopping lovers and fearful conservatives: a market
segmentation analysis. International Journal of Retail & Distribution Management, 34(4/5), 308-333.

4.

Andrade, E. B. (2000). Identifying discriminating variables of online and offline buyers: A perceived-risk
approach. AMCIS 2000 Proceedings, 184.

5.

Bajtelsmit, V. L., Bemasek, A., & Jianakoplos, N. A. (1997). Gender differences in pension investment
allocation decisions. Journal of Risk and Insurance, 16, 135-147.

6.

Barlett, J. E., Kotrlik, J. W., & Higgins, C. C. (2001). Organizational research: Determining appropriate sample
size in survey research. Information technology, learning, and performance journal, 19(1), 43.

7.

Bhatnagar, A., Misra, S., & Rao, H. R. (2000). On risk, convenience, and Internet shopping behavior.
Communications of the ACM, 43(11), 98-105.

8.

Boggiano, A. K., & Barrett, M. (1991). Gender differences in depression in college students. Sex Roles, 25(1112), 595-605.

9.

Borchers, A. (2001). Trust in Internet shopping: A test of a measurement instrument. AMCIS 2001
Proceedings, 156.

10. Bybee, J., Glick, M., & Zigler, E. (1990). Differences across gender, grade level, and academic track in the
content of the ideal self-image. Sex Roles, 22(5-6), 349-358.
11. Byrnes, J. P., Miller, D. C., & Schafer, W. D. (1999). Gender differences in risk taking: A meta-analysis.
Psychological bulletin, 125(3), 367.
12. Candra, R. M., & Iahad, N. A. (2013). Analysis of Consumer Risk Perception on Online Auction Features.
International Journal of Informatics and Communication Technology (IJ-ICT), 2(2), 64-70.
13. Chaffey, D., Ellis-Chadwick, F., Mayer, R., & Johnston, K. (2009). Internet marketing: strategy,
implementation and practice. Pearson Education.
14. Clancy, S. M., & Dollinger, S. J. (1993). Photographic depictions of the self: Gender and age differences in social
connectedness. Sex Roles, 29(7-8), 477-495.
15. Corritore, C. L., Kracher, B., & Wiedenbeck, S. (2003). On-line trust: concepts, evolving themes, a model.
International journal of human-computer studies, 58(6), 737-758.
16. Crespo, A. H., del Bosque, I. R., & de los Salmones Sanchez, M. G. (2009). The influence of perceived risk on
Internet shopping behavior: a multidimensional perspective. Journal of Risk Research, 12(2), 259-277.
17. Cunningham, L. F., Gerlach, J. H., Harper, M. D., & Young, C. E. (2005). Perceived risk and the consumer buying
process: Internet airline reservations. International Journal of Service Industry Management, 16(4), 357-372.
18. Cunningham, S. M. (1967). Perceived risk and brand loyalty. Risk taking and information handling in consumer
behavior, 507-523.
19. Cunningham, S. M. (1967). The major dimensions of perceived risk. Risk taking and information handling in
consumer behavior, 1, 82-111.

46

ISSN: 0971-1023 | NMIMS Management Review
Volume XXXIV | Issue 1 | April 2017

Perceived Risk in E-Commerce: A Demographic Perspective

20. Featherman, M. S., & Pavlou, P. A. (2003). Predicting e-services adoption: a perceived risk facets perspective.
International journal of human-computer studies, 59(4), 451-474.
21. Ganesan, S. (1994). Determinants of long-term orientation in buyer-seller relationships. The Journal of
Marketing, 1-19.
22. Glover, S., & Benbasat, I. (2010). A comprehensive model of perceived risk of e-commerce transactions.
International journal of electronic commerce, 15(2), 47-78.
23. Grazioli, S., & Jarvenpaa, S. L. (2000). Perils of Internet fraud: An empirical investigation of deception and trust
with experienced Internet consumers. IEEE Transactions on Systems, Man, and Cybernetics-Part A: Systems
and Humans, 30(4), 395-410.
24. Hersch, J. (1996). Decisions: Differences by Gender and Race. Managerial and decision economics, 17, 471481.
25. Herrero, A., & San Martín, H. (2012). Effects of the risk sources and user involvement on e-commerce
adoption: application to tourist services. Journal of Risk Research, 15(7), 841-855.
26. Hoffman, D. L., Novak, T. P., & Peralta, M. (1999). Building consumer trust online. Communications of the
ACM, 42(4), 80-85.
27. I A M A I D i g i t a l C o m m e r c e R e p o r t 2 0 1 6 S u m m a r y d o w n l o a d e d f r o m w e b s i t e
http://economictimes.indiatimes.com/
28. Infoplant (2007). Gaishutsu ji no mochimono ni kansuru chousa (keitai denwa, genkin o nozoku) [A survey of
properties (except mobile phones and cash) while leaving home] [Electronic Version]. Retrieved from
http://www.info-plant.co.jp/research/photo/00387.pdf, Japanese
29. Ingene, C. A., & Hughes, M. A. (1985). Risk management by consumers. Research in consumer behavior, 1,
103-158.
30. Jacoby, J., & Kaplan, L. B. (1972). The components of perceived risk. In SV-Proceedings of the third annual
conference of the association for consumer research.
31. Jarvenpaa, S. L., Tractinsky, N., & Saarinen, L. (1999). Consumer trust in an internet store: a cross-cultural
validation. Journal of Computer-Mediated Communication, 5(2), 0-0.
32. Kim, G., & Koo, H. (2016). The causal relationship between risk and trust in the online marketplace: A
bidirectional perspective. Computers in Human Behavior, 55, 1020-1029.
33. Klein, H. K., & Myers, M. D. (1999). A set of principles for conducting and evaluating interpretive field studies
in information systems. MIS quarterly, 67-93.
34. Lee, D., Park, J., & Ahn, J. H. (2001). On the explanation of factors affecting e-commerce adoption. ICIS 2001
Proceedings, 14.
35. Liebermann, Y., & Stashevsky, S. (2002). Perceived risks as barriers to Internet and e-commerce usage.
Qualitative Market Research: An International Journal, 5(4), 291-300.
36. Li, N., & Zhang, P. (2002). Consumer online shopping attitudes and behavior: An assessment of research.
AMCIS 2002 Proceedings, 74.
37. Lyons, N. P. (1983). Two perspectives: On self, relationships, and morality. Harvard Educational Review, 53(2),
125-145.
38. McCloskey, D. W. (2006). The importance of ease of use, usefulness, and trust to online consumers: An
examination of the technology acceptance model with older consumers. Journal of Organizational and End
User Computing, 18(3), 47.

ISSN: 0971-1023 | NMIMS Management Review
Volume XXXIV | Issue 1 | April 2017

Perceived Risk in E-Commerce: A Demographic Perspective

47

39. Mackie, M. (1983). The domestication of self: Gender comparisons of self-imagery and self-esteem. Social
Psychology Quarterly, 343-350.
40. Maxcy, S. J. (2003). Pragmatic threads in mixed methods research in the social sciences: The search for
multiple modes of inquiry and the end of the philosophy of formalism. Handbook of mixed methods in social
and behavioral research, 51-89.
41. Naiyi, Y. E. (2004). Dimensions of consumer's perceived risk in online shopping. Journal of Electronic Science
and Technology of China Vol, 2, 178.
42. Ogilvie, D. M., & Clark, M. D. (1992). The best and worst of it: Age and sex differences in self-discrepancy
research. Self-perspectives across the life span, 186-222.
43. Omar, O. E., & Hirst, A. (2006). Apparel shopping: a focus on the attitudes of women towards online shopping.
International Journal of Electronic Marketing and Retailing, 1(2), 169-182.
44. Pavlou, P. (2001). Consumer intentions to adopt electronic commerce-incorporating trust and risk in the
technology acceptance model. DIGIT 2001 Proceedings, 2.
45. Pavlou, P. A. (2003). Consumer acceptance of electronic commerce: Integrating trust and risk with the
technology acceptance model. International journal of electronic commerce, 7(3), 101-134.
46. Peter, J. P., & Ryan, M. J. (1976). An investigation of perceived risk at the brand level. Journal of marketing
research, 184-188.
47. Pratt, M. W., Pancer, M., Hunsberger, B., & Manchester, J. (1990). Reasoning about the self and relationships
in maturity: An integrative complexity analysis of individual differences. Journal of Personality and Social
Psychology, 59(3), 575.
48. Sakkthivel, A. M. (2009). Impact of demographics on online buying behaviour towards different products.
International Journal of Electronic Finance, 3(3), 284-296.
49. Salam, A. F., Rao, H. R., & Pegels, C. C. (2003). Consumer-perceived risk in e-commerce transactions.
Communications of the ACM, 46(12), 325-331.
50. San Martín, S., Camarero, C., & San José, R. (2011). Dual effect of perceived risk on cross-national ecommerce. Internet Research, 21(1), 46-66.
51. Sénécal, S. (2000). Stopping variables in online buying processes: An innovation diffusion approach. In
Proceedings of the 6th Americas Conference on Information Systems (Vol. 5, pp. 1380-1385).
52. Shankar, V., Urban, G. L., & Sultan, F. (2002). Online trust: a stakeholder perspective, concepts, implications,
and future directions. The Journal of strategic information systems, 11(3), 325-344.
53. Sheehan, K. B. (1999). An investigation of gender differences in on-line privacy concerns and resultant
behaviors. Journal of Interactive Marketing, 13(4), 24-38.
54. Soto-Acosta, P., Jose Molina-Castillo, F., Lopez-Nicolas, C., & Colomo-Palacios, R. (2014). The effect of
information overload and disorganisation on intention to purchase online: The role of perceived risk and
internet experience. Online Information Review, 38(4), 543-561.
55. Stone, R. N., & Gr繪nhaug, K. (1993). Perceived risk: Further considerations for the marketing discipline.
European Journal of marketing, 27(3), 39-50.
56. Stern, P. C., Dietz, T., & Kalof, L. (1993). Value orientations, gender, and environmental concern. Environment
and behavior, 25(5), 322-348.
57. Strauss, A., & Corbin, J. (1998). Basics of qualitative research: Techniques and procedures for developing
grounded theory. Sage Publications, Inc.

48

ISSN: 0971-1023 | NMIMS Management Review
Volume XXXIV | Issue 1 | April 2017

Perceived Risk in E-Commerce: A Demographic Perspective

58. Suresh, A. M., & Shashikala, R. (2011). Identifying factors of consumer perceived risk towards online shopping
in India. Int. Confer. Informat. Financ. Eng. Singapore, 12.
59. Sui Pheng, L., & Yuquan, S. (2002). An exploratory study of Hofstede's cross-cultural dimensions in
construction projects. Management Decision, 40(1), 7-16.
60. Tsai, Y. C., & Yeh, J. C. (2010). Perceived risk of information security and privacy in online shopping: A study of
environmentally sustainable products. African Journal of Business Management, 4(18), 4057.
61. Wu, S. I. (2003). The relationship between consumer characteristics and attitude toward online shopping.
Marketing Intelligence & Planning, 21(1), 37-44.
62. Yen, Y. S. (2010). Can perceived risks affect the relationship of switching costs and customer loyalty in ecommerce? Internet Research, 20(2), 210-224.
63. Zhang, L., Tan, W., Xu, Y., & Tan, G. (2012). Dimensions of consumers' perceived risk and their influences on
online consumers' purchasing behavior. Communications in Information Science and Management
Engineering, 2(7).
64. Zhou, L., Dai, L., & Zhang, D. (2007). Online shopping acceptance model-A critical survey of consumer factors
in online shopping. Journal of Electronic Commerce Research, 8(1), 41.

ISSN: 0971-1023 | NMIMS Management Review
Volume XXXIV | Issue 1 | April 2017

Perceived Risk in E-Commerce: A Demographic Perspective

49

14. ANNEXURES
Annexure: 1 Construct of the Study - Risk
Rate the risk you can see while buying products & services from e-commerce websites that might create doubt
in your mind and affect trust.
(Strongly Disagree =1, Disagree= 2, Neither Agree nor Disagree=3, Agree=4, Strongly agree =5)
Types of Risk
Performance Risk

Sub Variable with Variable Number

1

1.

Doubt of actual performance of the product/
service after buying

2.

Difference in the actual product received and photo
displayed on the website. (No verification of
product & service is possible)

3.

Fear of misuse of your financial & perso nal record

4.

Non clarity in terms of hidden cost/maintenance
cost

5.

Misuse of credit card information

6.

Fraud (no products / services received after
payment)

Time Risk

7.

On time delivery after payment

Psychological Risk

8.

Unwanted calls from different marketing companies

9.

Complaint & Redress Difficulty

Financial Risk

Social Risk

10. Difference in the actual product received and photo
displayed on the website. (No verification of
product & service is possible)

Privacy Risk

11. Misuse of information provided by you for tracking
purchasing habits

2

3

4

5

12. Unwanted calls from different marketing companies
System Risk

13. Fear of placement of cookies on computer (virus)
14. Technical Fai lure of website during Transaction
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Annexure 2: Perceived Risk in Demographic Variables (Finding of ANOVA and Chi Square Analysis)
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Annexure 3: List of Variables and Sub Variables along with Likert Scale Average (Scale of 5) of Perceived
Risk in Different Demographic Profiles
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Annexure 4: Findings of the Three Focus Groups
Type of Risk

Frequent words

Experience Quoted for brands*/ product
category

Sub Variable
Generated

Performance
Risk

Non-functioning, defects,
damage, issue, not
working, not charging,
accessory problems.
Software issue, Fitting
problem, colour leaking,
durability,
Stitching, Quality,
Different fabric

· I bought a tablet. The tablet was not getting
charged, it was damaged from inside.
Customer care said it will take 2 months to
replace the product.
· Bought mobile phone from e-commerce
website, the device hangs, shown to
company authorized repair agency, software
issue was identified as the problem.
· Purchased AC from e-commerce website,
during installation it was found that the
product was damaged from inside.
· Bought top & jeans from e-commerce
website, fabric quality was not as advertised
and stitching of cloth was not proper
· Purchased books from e-commerce website,
found many pages were missing.
· Purchased battery for mobile from ecommerce website. Battery was damaged,
when asked for replacement, received
duplicate battery.
· Purchased Bed Sheets from e-commerce
website, the fabric was different from what
was displayed on the website.
· Purchased pen drive which stopped
functioning after two months.
· Purchased kid’s alphabet laptop from ecommerce website, received non-working
laptop, and customer care refused to replace
the product.

Doubt of actual
product/
service
performance
after buying

Wrong Picture/ photo,
different image, view,
design change, Colour,
Different Size

· Purchased curtain, quality of cloth was
different and size was smaller than the
regular size of the curtain.
· Purchased laptop - screen, colour and
texture were different than what was
advertised.
· Home Decoration Material purchased like
photo frame and designer rack. The image on
website reflected a bigger size, but after
receiving product, found size to be too small
and not as per specifications.
· I purchased sewing machine where the size
appeared bigger but actual product was too
small to handle.
· I purchased tablet worth Rs 11,000. The size
of tablet looked big on screen, but when
received the size was too small.

Difference in
the actual
product
received and
photo displayed
on the website.
(No verification
of product &
service is
possible)
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Type of Risk

Frequent words

Experience Quoted for brands*/ product
category

Sub Variable
Generated

Financial Risk

Disuse, re-use, nonapproval, safety of
personal information,
password of e- banking
and debit credit card
hacking, Selling personal
data to marketing
companies, stealing,
theft, unethical uses

· No such personal experience sharing done by
focus group participants. Only fear was
evident and highlighted.

Fear of misuse
of your
financial &
personal record

Hidden charges, extra
delivery charges, Extra
Installation cost,
Eligibility, Criteria for free
shipping, Eligibility of
discount and maximum
discount

· On purchase of AC in winter offer from ecommerce website, it was not mentioned
that I have to bear additional Installation
charges of Rs 2,000.
· I placed the order on an e-commerce
website, I did not read terms and condition s
in detail and found that Rs 40 has been
charged extra for delivery of pen drive
because price of pen drive was Rs 356 and
order of less than Rs 500 is not eligible for
free delivery.
· I purchased phone on exchange, they
charged for phone pick-up in exchange.
· I purchased mobile phone worth 11,499 from
e-commerce website by using debit card of a
particular bank through laptop. It was
advertised that I would get 10% discount,
which I later realized that I did not receive.
On reporting the case to customer care
through email, I was informed that that
discount is eligible only for purchase from
app.

Non clarity in
terms of hidden
cost/maintenan
ce cost

News of Hacking,
unauthorized use of
credit card and debit
card, Stealing money
from accounts, and
payment on new website
through cards is risky.

· No such incident was shared by the Focus
group participants. All of them have shared
that they are using COD options while
purchasing products online.

Misuse of credit
card
information

No delivery of product or
service after payment

· A respondent bought pen-drive from ecommerce website which he did not receive
after having paid online for it.
· A respondent shared experience of ecommerce website; he bought a helmet and
received a stone in the box.

Fraud (no
product /
services
received after
payment)
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Type of Risk

Frequent words

Experience Quoted for brands*/ product
category

Sub Variable
Generated

Time Risk

Late delivery, Waiting
Time, Date & Time
committed didn’t Match,
False delivery promise,
Receiving product after
the occasion, too much
time,

Experience shared

On time
delivery after
payment

Unwanted calls, Spam
Mails, Marketing SMS,
Disturbance in meeting,
Harassment due to calls,
Junk mails, Continuous
torture even after denial

· After searching for products on e-commerce
website, I received calls from many
companies which was a bad experience.
· I searched through an e-commerce website
for property. Later even after buying the
property, I continued getting repeated
emails. Even after informing them, the mails
did not stop.
· I had an account in an e-commerce website. I
got married and then deleted the account.
Even after deleting account from the site, I
kept on getting calls for reopening of
account.
· I get calls every day from an e-commerce
website for paid membership, even though I
have informed them of my disinterest .

Unwanted calls
from different
marketing
company

Complaints, Repair,
Maintenance, Fault, No
reply, Defects, exchange,
return, Quality issue, Zero
response, Customer
service not picking up
phone, issue not
resolved, Number is
always busy.

· I bought AC from e-commerce website, and
the product was found faulty. Customer care
refused to help and asked to contact
company officials because it was under
warranty. Company denied to change the
piece and repaired it.
· Bought helmet from e-commerce website,
received stone in box. It took 45 days to
resolve the issue.
· Customer care number is always busy.
Sometimes the customer care officials talk
very rudely.

Complaint &
Redressal
Difficulty

Psychological
Risk

ISSN: 0971-1023 | NMIMS Management Review
Volume XXXIV | Issue 1 | April 2017

· I ordered Anniversary gift for my wife but
received gift after due date.
· I sent birthday gift to my niece, which was
received post the birthday.
· I ordered external portable hard disk from ecommerce website, which I did not receive as
per the committed date.
· I waited for delivery for 3 days for the
product. When I called the customer care,
they said, as house was locked , the product
was not delivered.
· I ordered mobile accessory, which was
delivered after 24 days.
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Type of Risk

Frequent words

Experience Quoted for brands*/ product
category

Sub Variable
Generated

Social Risk

Difference, Quality issue,
Change product, Website
image is good, actual
product is not good,
Fitting and Size are
different. Look is
different.
Not working, Feature not
known, Doesn’t know
how to use the product,
Embarrassment,
Frustrated

· Microwave oven: Didn't know how to use it
for making various products and how to set
temperature.
· Purchased Roti Maker & Sewing Machine Embroidery, don't know how to use it
· Bought Top & Jeans, product s came in a
different size. Also look was different than
displayed on website
· I gifted toy to my niece on her birthday, the
toy didn't work and was damaged. Felt
embarrassed in front of her
· Organized party, ordered food from reputed
site on food supply, quality ; the food was not
at all tasty. One dish was stale.

Difference in
the actual
product
received and
photo displayed
on the website.
(No verification
of product &
service is
possible)

Privacy Risk

Without permission,
Purchasing Pattern,
Tracking, Interfering, pop
up, Junk mail

· When I register with any website, I receive
continuous mails from the website.
Also the products that I search for on any
website appear on all social networking
websites.
· Also pop up messages are displayed while
browsing internet on phone or computer.

Misuse of your
information for
tracking
purchasing
habits

Sales call, Disturbance,
Harassment, Wrong
timing, Interfere,
Forcing

· I received calls from job recruiters, forcing
me to register
· I receive continuous sales calls from
companies trying to sell policies related to
financial products.

Unwanted calls
from different
marketing
company

· I received calls during my meeting with my
boss which was very disturbing.
System Risk

Cookies, System hacking,
Phishing, Computer virus,
corrupt, Hard disk failure,
system crash, unwanted
Popups, Porn content

· I bought a product from a website offering
gift articles; post my purchase, I started
receiving popups from the website
· After opening certain e-commerce websites,
my computer crashed.
· After purchasing products online, my
computer got infected with virus.

Fear of
placement of
cookies on
computer
(virus)

Internet stopped,
Money deducted,
Transaction Incomplete,
Order not received,
process of order,
Website/ App hangs
while request is being
processed

· While making payment through payment
gateway, the website stopped responding,
and money got deducted from bank account.
However, the website did not show the
placed order. My money was credited into
my account after 3 days.
· During flash sale, the website got hung and
the order could not be accepted.

Technical
failure of
website during
transaction

*In the above table, the names of the companies have been replaced by the term e-commerce website and brand names of the products have
been replaced with the product category.
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